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RSA more than an cncryp’rion alﬁor‘iﬂnm

Ron Rivest, Adi Shamir and Leonard Adleman (who
developed the RSA encryption algorithm in 1977) founded

RSA in 19382

SecurID authentication token was one of the first security
solution provided from RSA
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In 2006 with the acquisition of the company by EMC
Corporation, RSA became part of a big family (VMWare,
Pivotal, ..)

Today RSA is one of the major worldwide computer and
network security company, its solutions help organizations
to deal against advanced security threats
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What about this session (.and whoami) 2

Francesco Gelo
RSA Pre-Sales Technology Consultant

o
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Giovanni Napoli
RSA Pre-Sales Manager Europe South

. in other words We work with our Sales team to find
solutions (with RSA products) to customer pains

We were one of You ©.. and after University We
started to work in various IT and Security companies

In today session We'll share with you what we see
about current Security issues, and how we move
around them to help organizations to deal with new
advanced security threats
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Did you hear of them?
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penetrates 103co Ry1ssia accused Of unle aShing CYb‘ Georgia: Russia 'conducting cyber war'

A vast Chinese cyber-espic Russia has been accused of attacking Georgian government websites in a cyber war to

countries and infects at lez d 3 bl E - accompany their military bombardment. =
S fo disable Listonia i

o o @ - Parliament, ministries, banks, media targeted
- Nato experts sent in to strengthen defences

o i — = Print this article

Georgia
News » World News »

KX Bronze Soldier, the Soviet war memorial removed from Tallinn. Photograph: Timur Nisametd Eurcpe » Russia »

In Georgia

A three-week wave of massive cyber-attacks on the small Baltic cout

apaivgy

Estonia, the first known incidence of such an assault on a state, is ca o
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implications.

While Russia and Estonia are embroiled in their worst dispute since

of the Soviet Union, a row that empted at the end of last month ove: The offcialwebsite of Mikhel Saakashvi, the Georgian President, was been under ex
: . . . B control since shortly before Russia's armed intervention

Estonians’ removal of the Bronze Soldier Soviet war memorial in cer B Jon Suaine

the country has been subjected to a barrage of cyber warfare, disabli +1:11au8sT 11 aug 2008

By Maleolm Moorein Shangh  WeDsites of government ministries, political parties, newspapers, ba Several Georgian state computer servers have been under external
& = . control since shortly before Russia's armed intervention into the state
2:03PM BST 29 Mar 2009 Companles 5
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Analysts Feedback

Percent of breaches where time to compromise (red)/time to

discovery (blue) was days or less

Attacker
Capabilities - i

lime 1o (lUIN,. = o Tmevdscom
Discovery L

Percent of cases where victims learned about their

ottt = /;"\Q\A 8 5 o/o breach from an external party
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Time to compromise

! Percent of incidents that took weeks or more to 8 3 0/0

discover
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Our customers feedback

WE'RE MISSING ATTACKS. I KNOW

THEY'RE HAPPENING, I JUST CAN'T Security Team (SOC, CIRC, CERT, ..)
SEE THEM B

SOC Analyst —

I NEED MORE THAN MY CURRENT
SIEM TOOL. I NEED SOMETHING
BUILT FOR TODAY’'S THREATS.

SOC Analyst -

I HAVE A GREAT GROUP BUT I NEED A
MORE EXPERIENCED AND MORE
EFFICIENT TEAM. RIGHT NOW
ATTACKERS HAVE THE UPPER HAND.

SOC Manager —




.ond RSA perspective

The attack surface
is expanding

Sz

Security teams are
missing attacks

Attackers are becoming
more sophisticated

e

Teams need to increase
experience & efficiency

Existing strategies &
controls are failing

Tools & processes must
adapt to today’s threats
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Which is the solution for current new threats?
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Radar evolution example
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1965 Aviation Radar 2015 Tactcal Situation Display
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Visibility More Visibility
Manual Tuning Context Aware
Highly Skilled Task Automatic Actions

Require Human Control Reduce Human Control .




A strategy to help in cylacr threat detection
and response

TRANSFORM

Intelligence-Driven Security
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\/ic;ibilier into ali@ﬁa\ achiviJrZ/ within logs, the
network and at end points

Packets, Logs, Capture Time Business &
Endpoints, NetFlow Data Enrichment Compliance Context
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Analytics to uncover hidden threats and +o

guide decisions for an effective response
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Correlate Endpoint Threat
Multiple Data Detection
Sources
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Out-of-the-box

Content
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Activation of incident response processes to
maok.e sccur'ier teams to be more etfficient
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Prioritized & Unified Inve:;g\a,te down Integrate
Analyst Workflow to finest details Best Practices
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RSA InJrcIIi@cncc Driven 5ccur'i+y solution
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Modular

— RSA Advanced SOC Solution

As You Grow, The Product Grows Wit

h You
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policy

procedures

logs

packet

[N Advanced SOC ecosystem

Full Visibility and Contextual Awareness

RSA Security Operations
Management

Incident Handling

Breach Handling

Issue Management

Risk Management

SOC/IRM Program Management

RSA Servers
RSA Security Analytics “ ECAT 5.

= Log events parsed real-time

01:09 Action Al
01:09 Action A2
01:09 Action A3
01:09 Action Ad

01:09 Acti
= Full network session Endpoints
reconstruction

on
01:09Actifl
* Live malware analysis

01001 = Full business context
10011

| —

RSA Live Intelligence + Business Context

Threat Intelligence — Rules — Parsers — Alerts — Feeds — Apps — Directory Services — Reports and Custom Actions

RSA
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RSA Sccurier Ar\alyﬁcs (SIEM) module

Visibility . Analysis ‘ Action

QLIVE ‘
- Capture ‘

T Time Data y

Enrichment Archivin® P

\LIVE ‘ ,
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Pivotal HD ",
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RSA LIVE

INTELLIGENCE ))) Threat Intelligence | Rules | Parsers | Feeds | Reports | RSA Research
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Live Demo: Use Case

WebShell Attack

(1) Remo': Exploit
eg. SQL Injection, Remote File
Inclusion

(2) websShell script
dropped/installed

(3) HTTP POST
www.xyz.com/shell.php
+ command to be executed
(usually obfuscated)

2061565 x1f/ZhCDed
MEnXSOsdrDYme 288
g5IDEZ
> bin:*:15980:0:590007:
) Thttpd:! 16507

(4) Commands executed with
local permissions on web
server. Attacker free to act on
objectives

Detection and Response

Visibility Analysis Action
\LIVE
- Capture
TR Time Data
Enrichment Archivind

Security
Operations,

‘ \\LIVE
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Pivotal HD

Triage
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RSA LIVE ) :
INTELLIGENCE ) ) Threat Intelligence | Rules | Parsers | Feeds | Reports | RSA Research
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Live Demo: Results

Visibility Alert on a possible Webshell Attack  gsauve ,))

INTELLIGENCE

Analysis
Confirmation of malicious activity from a .,ﬁ
Action remote attacker s Le

RSAJ
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What we have learned +oo|ay
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Georgia: Russia 'conducting cvber war'
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WE'RE MISSING ATTACKS. I KNOW
THEY'RE HAPPENING, I JUST CAN'T
SEE THEM - —

I NEED MORE TH i
SIEM TOOL. I NEE
BUILT FOR TOD™
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1 HAVE A GREAT G

MORE EXPERIEN E
EFFICIENT TEAM. RIGHT NOW
ATTACKERS HAVE THE UPPER HAND.
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1965 Aviation Radar

2015 Tactical Situation Display
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SOC Manager — —_—
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QLA time
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Thank Youl
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